
 
 
 

ADDENDUM 1 
RFP 09-2021 

Security Information and Event Management (SIEM) System  
March 31, 2021 

 
  
This addendum addresses questions that have been asked regarding RFP 09-2021 
Security Information and Event Management (SIEM) System. 
 
 
NOTE: The Security Information and Event Management (SIEM) Pre-Bid Meeting 

was held on Wednesday, March 24, 2021.  You can find the recording at 
www.mohave.edu/procurement. 

 
 
Q -  Can you tell me the planned number of ingestions?  
A -  Planned ingestions will be approximately 60. 
  
Q - How many employees are you going off?  
A -  500 

Q -  Are you monitoring lab machines or student devices?  
A -  No lab Machines and no student machines other than student email.   

Q -  Can you clarify what you mean by unlimited integrations? 
A -  Only meaning having the ability to be elastic and grow within our environment.  
 
Q -  On p.5 of the RFP, there is a requirement involving training manuals. Is a hyperlink 

to our company's training materials and Help documentation suitable instead of 
providing hard copies? 

A -  Yes, a hyperlink to your training materials and Help documentation will be suitable 
for this requirement. 

 
Q -  How many customer references are required, and is there a specific format needed 

for providing this information?   
A -  I have attached a reference sheet to this Addenda.  Please provide a list of at least 

four (4) references, preferably higher education institutions, for which your company 
has provided these products and/or services within the last three (3) years. 

 
 
Q- Do you have an incident response plan?  
A-   Yes. 
 

http://www.mohave.edu/procurement


Q -   The solution provides the ability to detect lateral movement on a network through 
the use of honeypot sensors.  Is this the only method you are accepting?  There are 
No SIEM’s that we are aware of that do this besides Blumira.  Adlumin is using AI 
and Data science to detect Lateral Movement in a more modern way than using 
honeypots.   

A -  No. This is not the only method we will accept. It is just an example.  T 
The latest technologies will work for us 

  
Q - The solution must have pre-built playbooks that are automatically correlated with the 

threat identified.   
Can you give an example of what you are looking for?  

A -  Example: If a malware is detected coming in through O365, your program would be 
able to detect and send out what the threat is and where it is detected.  Playbook 
would kick in and be able to remediate or notify of what to remediate.  

 
Q -  How many employees do you have?  
A- 500 
 
Q- How are your handling students in this equation?  
A-      We will be monitoring their emails for breaches or infections.     

Q -  The way Adlumin prices is unlimited data ingestion, and is priced by device.  Do you 
know how many devise you plan to ingest, or an approximation? 

A -  Approximately 150 severs, 3 firewalls, 150 switches.  
 
Q -  The solution must include licensing for unlimited integrations.  Can you please clarify 

this statement?  When you say integrations are you meaning devices? For Adlumin a 
device could be an integration. For example a firewall, Office 365, a server, a 
desktop, a switch would all count as a single device.   

A -  Yes, devices. 
   
Q -  www.procureaz.com is not a valid domain should we use something different? 
A -  https://www.mohave.edu/about/procurement/ 
  
Q - Any particular use cases you are interested in working on? 
A - Ransomware 

Q -  What is the downtime objectives for the College? 
A -  99.95 8 hours of downtime a year   

Q -  Would you share an inventory of the numbers of devices by type? 
A -   3                Firewalls 

150             Switches 
6                DC’s 
200             Servers VMs 

 
Q -  Security aside, what level of device monitoring is required? (e.g., health, up/down 

etc.) and for which devices 
A – Would like heath, up/down, services… for all critical servers (50 servers). 

Administrator right changes, elevated rights, lock-out detection/block accounts.   
 
Q -  “Provide incident resolution on an as-needed basis” – what kind of incidents would be 

included here?  
A -  Breaches, Virus outbreaks, Malware, Ransomware…  
 

http://www.procureaz.com/
https://www.mohave.edu/about/procurement/


Q - “Threat analysis must be performed automatically using multiple threat intelligence 
feeds” – are you referring to Indicators of Compromise matching here or something 
more elaborate? 

A -  Yes, reporting and identify of the compromise matches. 

Q -  “The solution provides the ability to detect lateral movement on a network through 
the use of honeypot sensors;” – can other mechanism be used to detect lateral 
movement besides honeypots? 

A -  Yes we will accept any new technologies to detect lateral movement.   

Q -  What Threat Intelligence feeds do you have today and is their integration into the 
security platform a definite requirement?  

A -  Not at this time, it is all done manually.  
 
Q -  “The solution maintains PCI-DSS certification” – please explain what you mean here, 

are you looking for the solution to perform PCI scans of your environment? 
A – Yes to meet compliance needs.  Reports on demand and must be PCI complaint. 
 
Q -  “The solution provides publicly available compliance mapping of the solution for PCI-

DSS, FERPA, HIPPA and NIST frameworks.” – Please explain requirements here 
A -  The product that is requested must meet these requirements, must be able to be 

able to follow these guidelines for compliance.  
 
Q - “The solution must allow all lots to export using JSON and CSV.” – is this a hard 

requirement?  
A -  It would be preferable, but not a hard requirement. 

Q -  “The solution must provide a monitor mode that can be used within the IT operations 
center” – please elaborate on this requirement. 

A -  This would be a single pane of glass that a NOC or designated person or group would 
be monitoring. 

   
Q -  Would you like User Entity Behavior Analytics (UEBA Agents) and if so how many 

endpoints do you want this licensed for? 
A -  500 to start with. 
 
Q -  How many endpoints would you like to have File Integrity Monitoring installed on? 
A - 30 to 50 servers to start with. 
 
Q -  What is the breakdown of Windows Server, Linux Servers, and Network Equipment? 
A -  Windows servers 180, Linux 20, Network 150. 
 
Q -  Is the intent for the solution to cover faculty/staff users only or to include students 

as well?   
A - Yes to staff and Faculty. Students will be Email only. 
 
Q -  Are the students and faculty/staff networks separated (physically or virtually), 

including Active Directory and other security tools? 
A -  Yes they are separated. 
 
Q -  Total number of faculty/staff users? 
A - 500 
 
Q -  Total number of fulltime students (if covered)? 
A - 5000 



 
Q -  Total number of part time students (if covered)? 
A -  Included in the above.  
 
Q -  Does MCC have existing honeypots to integrate with, or is the expectation that 

honeypots be provided as part of the solution? 
A - No Honeypots at this time, not expected, but willing to look into any technologies 

your product may provide. 
 
Q -  Does MCC have existing endpoint protection/response technologies that will be 

integrated into the solution? If not, is MCC willing to deploy such technologies as part 
of the solution? 

A - We are currently using TrendMicro for an endpoint. 
 
Q -  Please elaborate on the PCI-DSS certification requirement. Is the expectation that an 

annual Report on Compliance be provided for the provider’s infrastructure? 
A - Yes a report for compliance would be needed. 
 
Q -  I was unable to find the below listed attachments. If you could provide them for me 

that would be greatly appreciated.  
 

ATTACHMENT A – PROPOSAL FORM  
ATTACHMENT B – PRICING FORM  
ATTACHMENT C – CONTRACTOR CONDITIONS 

A - Please find attached to this Addenda 
 ATTACHMENT A – Offeror Certification 

ATTACHMENT B – Pricing (This is not a template, but rather a request for your own 
pricing structure).  Please include:  One-Time Costs 

       Annual Recurring Costs 
       Proposal Pricing to include: 

software cost, project management, installation of software, training and any other 
additional costs/services that you propose, data conversion, customized services, 
etc.  
 



 
 

ATTACHMENT A: 

  
 

RFP 09-2021 Facilities and Operations Management Software 
MOHAVE COMMUNITY 

COLLEGE 
OFFEROR CERTIFICATION 

 
 

 

LEGAL NAME OF CONTRACTING COMPANY 
 

 

FEDERAL I.D. # (Company or Corporation) 
 

 

TELEPHONE NUMBER E-MAIL ADDRESS 
 

 

CONTACT PERSON TITLE 
 

COMPLETE MAILING ADDRESS CITY & STATE 

COMPLETE STREET ADDRESS CITY & STATE 

CERTIFICATION 
The undersigned certifies it can and will provide and make available, at a minimum, all services set forth  in 
this agreement. The undersigned affirms that they have read and do understand the statement of work and 
specifications and any attachments contained in this RFP package. 

 
The undersigned agrees this Proposal becomes the property of Mohave Community College after the 
official opening. 

 
The undersigned affirms that they are familiarized with the local conditions under which the work is to be 
performed; satisfied himself/herself of the conditions of delivery, handling and storage of equipment and 
all other matters, which may be incidental to the work, before submitting a Proposal. 

 
The undersigned agrees if this Proposal is accepted, to furnish any and all items/services upon which 
prices are offered, at the price(s) and upon the terms and conditions contained in the RFP. The period for 
acceptance of this RFP will be 180 calendar days. 

 
The undersigned affirms that they are duly authorized to execute this contract, that this Proposal has not 
been prepared in collusion with any other Respondent, nor any employee of Mohave Community 
College, and that the contents of this Proposal have not been communicated to any other Respondent 
or to any employee of Mohave Community College prior to the official Proposal opening. 

 
By signing this Proposal, Proposer guarantees, I do hereby declare that I have read the Request for 
Proposal in which our Proposal is submitted with full knowledge of the requirements, and do hereby agree 
to furnish all services in full accordance with the requirements outlined in the RFP. 

 

SIGNATURE DATE 
 

Typewritten or Printed Name Title 
 
 

*This page must be page 1 of the proposal, or the proposal may be rejected.* 


