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Agenda 
                                                          MCCCDGB Workshop 

Friday November 13, 2020 – Immediately following regular meeting (~11:00-11:30 a.m.)        
Neal Campus Kingman, Room #240 
   
 

(Action Items are in bold print) 
 
I. Call to Order  
 
II. Pledge of Allegiance 
 
III. Roll Call  
 
IV. The Gramm-Leach-Bliley Act a.k.a. the Financial Services Modernization Act of 1999  

Mark VanPelt, Chief Information Officer (15 minutes) 
 

Although the new regulations aren’t expected to go into effect until 2021/2022, Arizona auditors 
are already registering audit findings under the new rules, so MCC is getting ahead of the game.  

 
V. A Refresher in FERPA - “Should I Say or Should I Know (Better)?”  

Michelle Brehmeyer, Registrar (15 Minutes)  
 
An interactive refresher that covers the basics of the Family Education Rights and Privacy Act 
(FERPA). The refresher focuses on defining essential terms from within the regulations and 
summarizes what necessary actions are required or permitted under FERPA.  

 
VI. Employment Law Hotspots – “One Scenario to Rule Them All” 

Jennifer Dixon, Chief Human Resource Officer (15 minutes) 
 
A case study in which every part of the scenario has actually happened at MCC.   

 
VII. Board Communication: Julie Bare, 2020 Board President (30 minutes) 

• Overview of Board Roles and Responsibilities 
• BOG Code of Conduct 
• Round Robin Discussion Questions 
• One College, One Voice 

 
VIII. Adjournment  



Annual Security Report
2019-2020 Security Planning, Incidents, and Response



Why are we doing this?

• The Gramm-Leach-Bliley Act of 1999 is being updated.
• Covers “financial institutions”
• MCC qualifies due to Financial Aid and Payment Plans
• One new rule requires an annual update to Governing Board

• New rules aren’t expected to go into effect until 2021/2022; 
however, Arizona auditors are already registering findings under 
the new rules, so we’re getting ahead of the game.

• It never hurts to discuss security and keep the Board informed.



The College Environment

• MCC’s server environment is 99% virtualized.
• Virtualization offers flexibility, security, and interoperability for the 

enterprise.
• The remaining less than 1% are backup servers for local campuses.

• The desktop environment is 95% refreshed for staff, faculty, and 
students.
• Roughly 1000 workstations across the environment.

• IT serves 5 (soon to be 6) locations.



The College Environment
• The college has one Hyperconverged Server Stack

• Contains 9 total hosts that support 249 servers and 600 View sessions for the 
college.

• The network has been refreshed with the exception of some little used 
areas.
• 87 Wireless Access Points
• 95 Switches
• 7 Routers
• 3 Firewalls

• Camera System
• 164 cameras and associated equipment



Goals of Cybersecurity

Confidentiality

Availability

CIA 
Triad

Integrity



How the IT Unit does it!

• Layered Defenses
• Critical systems hide behind multiple firewalls.
• Our model is the template for The Trust members.

• Least Privilege
• The View
• The Greynet
• Lots of manual monitoring



How the IT Unit does it!

• Training and Mentoring Program
• This program is responsible for both our newly promoted Network 

Engineer and our newly promoted Systems Administrator



2019-2020 Security Incidents
• Abuse@Mohave.edu

• 1259 reported e-mails in FY2019/2020 – roughly 5 a day.
• On pace to add about 20% to that this fiscal year.
• Each takes 30-60 minutes to properly vet.

• Red Flag
• Zero red flag incidents this year.

• Compromised Accounts
• 9 accounts compromised this year.  
• No real damage seen as a result.

• Security Alerts
• 12 Security Alerts sent to MCC-All



Other Things We’re Doing

• Security Information and Event Management System (SIEM)
• Network Access Controller (NAC)
• Offsite deadlink backups



QUESTIONS?
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FERPA REFRESHER 
FAMILY EDUCATIONAL RIGHTS AND PRIVACY ACT

2020-2021

WHAT IS FERPA?

• FERPA is a federal law that protects the privacy of student educational records.

• It was established to guarantee students the right to control access to their educational 
records. 

• It is the first time for many students that privacy rights, which previously belonged to 
their parent(s), now belong to them.

• It applies to ALL educational agencies or institutions that receive funds (financial aid) 
under any program administered by the Secretary of Education.
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STUDENT’S RIGHTS

Students are notified annually of their FERPA rights via email notification, in the College Catalog, 
and in the Student Handbook.  Their rights include:

• inspecting and reviewing their education records within a maximum of 45 days after written 
request is received;

• seeking an amendment or correction of educational records that the student believes is 
inaccurate or misleading and, in certain cases, append a statement of those records;

• some control over the disclosure of information from educational records except when 
release is permitted by law;

• filing a complaint with the Family Policy Compliance Office (FPCO) is part of the United 
States Department of Education, within 180 days of the alleged violation. 

WHEN DO FERPA RIGHTS BEGIN?

• A person becomes a student under FERPA when the person is “in attendance”.  

• MCC defines a student as an individual who was or is currently enrolled for a previous, 
current, or future semester at MCC.

• If enrolled at MCC, the rights under FERPA are held by the student regardless of age. 

• FERPA rights and procedures do NOT apply to applicants for admission.

• Students retain all FERPA rights until deceased.
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WHAT ARE EDUCATIONAL RECORDS?

• Under FERPA, educational records are defined as records that are directly related to a student and are 
maintained by an education agency or institution or by a party acting for the agency or institution. 

• Educational records can exist in any medium, including:  handwriting, print, computer media, video or 
audio tape, film, microfilm, and microfiche. 

• Educational records are NOT:

 law enforcement records as defined in FERPA

 employment records

 medical records

 post-attendance records

 sole possession records 

HOW MUCH ACCESS DOES AN MCC EMPLOYEE HAVE 
TO STUDENT EDUCATION RECORDS?

• FERPA permits college employees to have access to student education records in which 
they have "legitimate educational interest." Such access does not require prior written 
consent of the student.

• Essentially, legitimate educational interest is necessary for employees to carry out their 
responsibilities in support of the College's mission. 

• Employees can also think of legitimate educational interest as a "need to know" that is 
essential to carrying out their job responsibilities related to education.
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WHAT IS DIRECTORY OR PUBLIC INFORMATION?

• “ . . . information contained in an education record of a student which would not 
generally be considered harmful or an invasion of privacy if disclosed.” (1988 Final Regulation)

• Directory information can NEVER include:  

 Social Security

 Race

 Ethnicity

Nationality

Gender

WHAT IS CONSIDERED DIRECTORY INFORMATION 
AT MCC? 

• Name

• Address

• Email address

• Telephone numbers

• Photographs

• Most recent previous school attended

• MCC ID number

• Major field of study

• Campus attended

• Status (e.g., in-state/out-of-state, current enrollment, 
dates of attendance, full-time/part-time, withdrawn, 
degrees awarded)

• Honors received (e.g., Dean’s List, Honors List, PTK)

• Participation in activities and sports

• Weight and height of athletic team members 
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DISCLOSURE WITHOUT CONSENT

FERPA allows schools to disclose student information, without consent, to the following parties or 
under the following conditions:

 School officials with legitimate educational interest

Other schools to which a student is transferring

 Specified officials for audit or evaluation purposes

 Appropriate parties in connection with financial aid to a student

Organizations conducting certain studies for or on behalf of the school

 Accrediting organizations

 To comply with a judicial order or lawfully issued subpoena

DISCLOSURE WITHOUT CONSENT

 Appropriate officials in cases of health and safety emergencies 

 To an alleged victim of any crime of violence, the results of the alleged perpetrator’s 
disciplinary proceeding may be released

 To authorized agents, vendors, or contractors of the College who have agreed to abide by the 
provisions of FERPA regarding covered student data

 Any member of the public in matters relating to sex offenders and information provided 
under relevant federal law

 A court in which the College is defending itself against legal action initiated by a parent or 
eligible student

 Individuals requesting records for students who are deceased
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HOW CAN A STUDENT REQUEST THAT THEIR 
INFORMATION BE WITHHELD?

• Written notification must be received by the Registrar’s Office.

• A request applies to ALL elements of directory information on the student’s record.

• The request can impact honor’s publications, PTK ceremonies, graduation 
announcements, military recruiter requests, and prospective employers.

• This notification remains in effect until the student requests in writing that it be removed. 

HOW DOES THE STUDENT SUBMIT CONSENT FOR 
MCC TO SHARE THEIR INFORMATION? 

• A student must voluntarily sign and date a FERPA Release form that designates what educational 
information the College is authorized to release specifying:

 the information that may be disclosed (e.g., financial, academic);

 the purpose for which they may be disclosed;

 the person or any third party to whom they may be disclosed (e.g., legal guardian, parent, or 
spouse).

• Having a consent to release information means that MCC can share information with the designated 
person or third party. It does NOT mean that the individual can act on their behalf.   
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WHAT CAN HAPPEN IF WE FAIL TO FOLLOW THE 
LAW? 

• Lawsuit

• Loss of federal funding, including financial aid.

• The Department of Education will “showcase” the violation on their website.

• A FERPA violation could be related to a “Red Flag” violation, which has stiff financial penalties 
for each violation.

• Employment action, disciplinary consequences up to termination.

• Conviction of a misdemeanor under the Public Information Act.

 Confinement in the county jail not to exceed six months or fine not to exceed $1000.00 or BOTH. 
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One scenario to rule them all



You are approached by Mr. X, a 
high-ranking member of one of 
MCC’s valuable community 
partners, a partner that regularly 
donates large sums of money to 
MCC for scholarships. Mr. X tells 
you that he is aware that John 
Smith has applied for the vacant 
Director of Recruiting job at MCC 
and he wants to share his glowing 
reference and recommendation of 
Mr. Smith.
 What is your response? 



Despite your response, Mr. X emails each board member a lengthy 
recommendation, detailing all of the candidate’s qualifications in glowing 
terms, ending with, “I can’t tell you how disappointing it will be if Mr. Smith is 
not selected for this position.”
At the end of the email, Mr. X shares a couple of concerns: 

1. Another candidate (an internal applicant) has a social media account with 
“inflammatory statements” regarding the upcoming election and the political 
candidates. Mr. X feels like the posts reflect poorly on MCC and the applicant’s 
current employer; and 

2. A member of the interview committee is a recently hired director (less than 12 
months). Mr. X feels like that person may not have the longevity and institutional 
knowledge to appropriately determine which candidate will best fill the vacancy. 
The interview committee member has identified as an Asian female and part of 
the reason she was selected for the committee was to provide a diverse 
perspective.





Board of Governor’s Workshop

November 13, 2020
MCC – Neal Campus Kingman



OVERVIEW OF BOARD 
ROLES AND RESPONSIBILITIES

• Interactive discussion – informal



GENERAL RESPONSIBILITIES
ACCT – Trusteeship in Community Colleges

• Act as a unit (Bare)
• Represent the common good (Bare)
• Set direction (Klippenstein)
• Employ, support, and evaluate the chief executive officer (Miller)
• Define policy standards for college operations (Selberg)
• Monitor institutional performance (McAlpine)
• Create a positive climate (Pascual)
• Support and advocate the interests of the institution (Board)
• Lead as a thoughtful, educated team (Klippenstein)



General Thoughts?

• To meet the roles and responsibilities as stated by ACCT, what 
are the communication expectations between board members 
and the CEO and board members?  (all)

• To be successful, what are your individual needs regarding the 
roles and responsibilities as stated by ACCT? (each, round table)

• Are there particular roles and responsibilities in which we need to 
improve? (all)



MCC Policy1.150 
Governing Board Member Code of Conduct 

General Overview

The Board expects of itself, as a whole and of its members, ethical and professional conduct. 
This commitment includes proper use of authority, recognition of the limitations of that 

authority and appropriate decorum in group and individual behavior when acting as Board 
members during lawfully convened meetings of the Board, and when appearing in the 

community in a setting in which community members look to the individual for information 
or leadership due to the person’s role as an elected or appointed Board member.

─
Each Board member must represent non-conflicted loyalty to the interests of the entire community of 
Mohave County. This accountability supersedes any conflicting loyalty such as that to advocacy or interest 
groups, membership on other boards and staffs, and an individual’s employment or profession. Likewise, 
Board members are elected to serve on an impartial and nonpartisan basis, and this accountability 
supersedes the personal interest of any Board Member acting as an individual consumer of the 
organization's services and when serving as a steward on behalf of the college district

https://www.mohave.edu/assets/1.150-Governing-Board-Member-Code-of-Conduct.pdf


The Board as a whole in its meetings shall provide sufficient 
opportunities for open, respectful, and honest communication 

with its internal and external communities

To remember:
a) Governing Board is a unit – and authority rests within unit
b) NO authority as an individual outside of GB meeting

• Board Members as Consumers

c) Written policies and procedures are foundation of governance
d) No personal gain – ever
e) No personal problems into GB operations
f) Respect all other opinions… public, colleagues, staff.



g)Requests for info always go to the President, not staff members 
(unless President refers you directly)

h) NO secret meetings, always comply with OML ARS 38-431 (copy 
provided today)

i) Make no commitments on any matter that should come before 
the board for consideration by the whole

j) Use facts, not fiction… personal opinions can be fiction to others
k) MCC President is THE Administrator; Board members are POLICY 

MAKERS, not Administrators
• Respect & Support the President’s decisions in administrative matters, day-

to-day operations, and supervision of all employees
 ACCEPT MAJORITY RULE in GOVERNING BOARD DECISIONS



ROUND ROBIN DISCUSSION 
Read the slide, reflect, and then be prepared to share your PoV and also 

to offer respectful feedback for each member’s individual response.

A) Concerned Constituent shares that a neighbor - student at 
MCC - isn’t being treated fairly… not allowed to (x, y, z) 
or teacher isn’t a ‘good’ teacher. 

What do you say/do?



ROUND ROBIN DISCUSSION 
Read the slide, reflect, and then be prepared to share your PoV and also 

to offer respectful feedback for each member’s individual response.

B) Concerned Constituent addresses a group meeting/activity 
that you are attending. Mentions that MCC is not fulfilling its 
mission… not serving the community… doesn’t have good 
enough (X, Y, Z) program. Everyone looks to you for a 
response. 

What do you say/do?



ROUND ROBIN DISCUSSION 
Read the slide, reflect, and then be prepared to share your PoV and also 

to offer respectful feedback for each member’s individual response.

C) Concerned Constituent shares that s/he is a student and 
very satisfied with MCC. 

What do you say/do?



ROUND ROBIN DISCUSSION 
Read the slide, reflect, and then be prepared to share your PoV and also 

to offer respectful feedback for each member’s individual response.

• Please offer an invented scenario or real-life dilemma you have 
faced.

• Would you like feedback today? 



Anything any GB member would like to offer today?

CLOSING COMMENTS 
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